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O Mepax 1Mo NOBBINIEHHIO 3aIMIIIEHHOCTH
MH(POPMALHOHHON HHPPACTPYKTYPBI
CHCTEMBI 00pa3oBaHus

YBaxaeMmsle KoJuieru!

CornacHo uncTpykTuBHBIM IcbMaM PCTIK Poccuu 0 MOAroTOBKE K MPOBEACHHIO
KOMITBIOTEPHBIX aTak Ha MH(OpMALMOHHYIO HHOpacTpykTypy Poccuiickoit ®enepanum,
HAaMpaBJICHHBIX HA NOJYYCHHEC KOHQUICHIMAILHOH HHPOPMAITHK, a TAK)KEe HA HAPYIICHHE
(GYHKIMOHHPOBAHMS U BHIBOJ U3 CTPOs HUHGPOPMAIMOHHOW HHOPACTPYKTYpPHI OPraHOB
TOCY/IapCTBEHHOH BJAaCTH, B TOM 4YHCIE 4Yepe3 KOMIIPOMETAIMI0 M HapyIIeHHs
(GyHKIHOHUPOBAaHUS 3apyOEKHBIMH XaKePCKHMMH IPYNIHMPOBKAMHM O(DHLMAIBLHBIX CAHTOB
OpraHOB rOCYAapCTBEHHOM BJIACTH M opraHu3aimi Poccuiickoit ®enepaiyn JlenmapraMmenT
uudpoBoi TpanchopManmd M OONBIIMX AaHHBIX (mamee — JlemaprameHTt) cooOmaer
CIeyIoIIee.

[Ipeanonaraercs, YTO INPOBEAEHHE  KOMIBIOTEPHBIX  aTaKk  ILUIAHUPYETCS
OCYLIECTBJATE 4epe3 BHeApPeHHe B OOHOBIEHMA MHOCTPAHHOTO MPOrPAMMHOIO
o0ecneveHus BpeJOHOCHOTO MpOorpaMMHoro obecredenus. [Ipu 3ToM pacmpocTpaHeHHe
OOHOBJICHUH C BPENOHOCHBIMH BJIOKCHHSMH MOXET OCYIIECTBIATHCA YEPe3 LEHTPHI
OOHOBJIeHNH (OQULMANBHBIE CaiiThl) pPa3pabOTYMKOB HMHOCTPAHHOTO MPOTPAMMHOIO

obecneyenus, pasmeniaeMele B ceTi «HTEpHETY.
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YuuTeIBas HM310KeHHOe, JlemapraMeHT oOpalaeT BHMMAaHME Ha HEOOXOIUMOCTH
(py HaNMYKUKM BO3MOXKHOCTH) IPHOCTAHOBHTH PabOTHl MO OGHOBIEHHIO MPHMEHSEMOTO
B MH(QOPMALMOHHBIX  CHCTEMax HHOCTPAHHOIO  IPOrPAMMHOTO  OOECIeYeHHs
U IIPOrpaMMHO-aNapaTHBIX CPEACTB, CTPAHON MPOUCXOXKICHUSA KOTOPEIX sBisercs CIIIA
M cTpaHel EBponeiickoro coro3a, a TakKe HCKIIOUYMTh WX AaBTOMATHYECKOE
LICHTPATH30BaHHOE 0OHOBJIEHHE IIOCPEACTBOM ceTH «IHTEpHET.

Taxoke B LeJIsX MOBBILEHNS 3aIIHIIEHHOCTH HHYOPMALMOHHBIX CHCTEM U PECYPCOB
(OCOOCHHO perHoHambHBIX HH(POPMALMOHHBIX CHCTEM JOCTYHNHOCTH JIONIKOJBHOTO
00pasoBaHus), BKIIOYasd OQUIHAIBHBIC CaWThl PETMOHAIBHBIX OPraHoB BJIACTH
¥ OPraHOB MECTHOI'O CaMOYIIPaBJIEHHs, a TaKkKe 00pa3oBaTeNbHBIX OpraHu3anui (anee —
HCP), lenapramMeHT peKOMEHIYET:

MPOBECTH  HMHBEHTAPH3ALMIO  CIy)0 M BeO-CEpPBHCOB,  HCIIONB3YEMBIX
ans  yskuuonuposanus MCP M pa3sMelieHHBIX Ha MepuMeTpe HHPOPMAIMOHHOM
MHDpacTPyKTYpHI (ganee — cayxObl U BeEG-CEPBHCHI);

OTKJIIOYHMTH HEHCIIONIb3YEMBIE CITy>KObI U BEO-CEpBHCHI,

YCHIIUTH TPEOOBAaHHUA K MapOJIbHOM MOJHTHKE aIMHHHCTPATOPOB U IIOJIb30BATEIEH
WCP, uckiounB NpH 3TOM HCHOJIB30BAHHE I1apOJIeH, 3aJaHHBIX 110 YMOJTYAHHIO,
OTKIIFOYHTEH CEPBHCHBIE U HEUCIIOIb3yEeMbI€ YYETHEBIE 3aIIHCH;

00eCreYnTh CETEBOE B3aMMOICHCTBHE € NPUMEHEHHEM 3aIMINEHHBIX AKTyallbHBIX
BEpCHii IPOTOKOJI0B ceTesoro B3aumoaerctus (HTTPS, SSH u apyrux nporokonos);

UCKI04YMTh mnpuMeHeHue B MCP moncdera u cOopa JaHHBIX O IIOCETHUTENSIX,
CEPBHCOB TPEAOCTABICHUS HMHMOPMALMH O MECTONOJIOKEHHH H MHBIX CEpPBHMCOB,
pa3spabOTaHHBIX HWHOCTPAaHHBIMM OpTaHM3aLMsIMH (Hampumep, cepBHCOB onthe.io,
ReCAPTCHA, YouTube, Google Analytics, Google Maps, Google Translate, Google
Analytics);

UCKJIFOYUTE BO3MOXKHOCTH HCIIOJb30BaHHs BCTPOEHHBIX BHIEO- M ayauo-(ailiios,
uHTEpQeiicoB B3aumozeHcTBHA API, «BHIKETOB» M JAPYTHX PECYPCOB, 3arpy’KaeMbIX
CO CTOPOHHHMX CaWTOB, 3aMEHHMB HX IpPH HEOOXOIMMOCTH THIIEPCCHUIKOM Ha TaKue

PECYPCHL.

Taxkum obpazom, B Lensax IIOBBILLICHUSA YCTOMYHUBOCTH HUCP
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K paclpe/eiCHHbIM aTakaM, HallpaBJIeHHbLIM Ha OTKa3 B obcmyxuBanuu (DdoS-arakam),
JlenaptaMeHT npocuT:

obecreynTh  HACTPOWKY TIPAaBHI  CPEACTB  MEKCETEBOTO  OKPAaHHPOBAHWS,
HaNpaBICHHBIX Ha OJIOKUPOBKY HEPa3pEIIEHHOTO BXOIAIIEr0 TpahuKa;

obecriednTh GuIbTPaUIO Tpauka IPHKIAJHOTO YPOBHS ¢ TIPUMEHEHHEM CDEJICTB
MEKCETEBOI0 JKpaHUPOBAaHHUs YPOBHA NpuiokeHui (web application firewall (WAF)),
YCTaHOBJICHHBIX B PEXXUM MPOTHBOACHCTBHUS aTaKaM;

aKTHBUPOBAaTh (DYHKLMM 3aIIMTHI OT aTak OTKa3a B obcmyxuBanuu (DDoS-artak)
Ha CPC/ICTBAX MEXCETEBOI0 3KPAHUPOBAHHUA U APYTHX CPEICTBAX 3aMIMTHI MH(POPMALIUH;

OrpaHUYUThL KOJIHYECTBO TNOAKIIOUEHMH ¢ Kaxzporo IP-agpeca (mampumep,
YCTaHOBUTH Ha BeO-cepBepe napamerp rate-limit);

O10KkHpoBaTh  BXOmAmME TpaduK, mnoctynaoommi ¢ IP-ampecoB, cTpaHOW
NIPOHUCXOXKACHHUS KOTOpBIX sBisAlOTCS CIUA, crpansl EBpormeiickoro corwsa WIH HHOI
CTPaHOMH, ABIAIOLIEHCA HCTOUHHKOM KOMITLIOTEPHEBIX aTaK;

O10KHpOBaTh TpaduK, IOCTYIAIOMIH 13 «TeHeBOro UHTepHETa» Uepes Tor-6paysep
(CIMCOK  y370B, KOTOphle HEOOXOAMMO 3a0IOKHPOBATH COAEPXKHICH IO azpecy
https://www.dan.me.uk/tornodes).

Bmecre ¢ Tem, JlemapramMeHT cooOmiaeT, YTO aHaIW3 yrpo3 0e30MacHOCTH
HHbopManuH, poBoauMEIi crienuamctamu ®CTOK PoccHu B YCIOBHSX CIOKUBIIEHCS
MOMMTUYECKOH  OOCTAHOBKHM,  ITIOKa3bIBA€T, 9TO  3apYOEKHBIMH  XaKEPCKHMH
TPYNIMPOBKaMH, B YaCTHOCTH XaKepcKoi rpynnupoBkoii ANONYMOUS, B conmaibHbIX
CeTSAX M MECCEH/DKEPaX pasMeIlaeTcss MHGOpMauMs O MPH3BIBAX K aJMHHUCTPATOPaM
MH(POPMAIMOHHBIX CHCTEM PACKPBITH CBEACHHS 06 OCOGEHHOCTAX (YHKIMOHMPOBAHHS
MHQOPMALIHOHHBIX ~CHCTEM, INpPEJOCTABICHHH AayTeHTH(hHKAMOHHONW HH(OpPMALHHK
M HAJIMYUH YSI3BUMOCTEH C LI€JIbI0 NPOHMKHOBEHHS B HH()OPMALIMOHHBIE CHCTEMBI
¥ pa3sMEILEHHs IIPOTUBONIPABHOM HHMOPMALMH.

C  Henblo  NPENOTBpAllCHHMA — MOMYYCHHS  3apyOEXHBIMH  XaKepCKHMH
TPYNNUPOBKaMK HH(OPMaUK 06 0COOSHHOCTIX QYHKUMOHMPOBAHHS MH()OPMAIIHOHHBIX
cucreM MunucrepcrBa npocsemeHus Poccuiickoin  ®enepanuu  mpocum IIPUHATH

AOMOJHHTEIbHBIE MEPHI O CIEAYIONMM HalpaBieHHM paboT:
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NpOUH(OPMHPOBATh AJMHHUCTPATOPOB M  MONIb30BaTeneil MHMOPMAIMOHHBIX
CHCTEM O HENOMYIIEHWH pACMPOCTpaHEHHs MHQPOPMAHH O (GYHKIHOHHUPOBAHUM
MH(POPMAMOHHOM CHCTEMBI, TIepefade CTOPOHHMM JIMIAM CBOEH ayTeHTH(HKALHOHHOM
UHGOpPMAIIHH;

NPOHH(OPMHPOBaTh  AJMHHUCTPATOPOB M MONIb30BaTeNeil MHPOPMAIHOHHBIX
CHCTeM 00 OTBETCTBEHHOCTH 3a HapylIeHHe TpeOGoBaHMii B 001acTH MH(OPMALHOHHOM
0e3011aCHOCTH,

YCHIIMTH  KOHTPONIL  HaJ  ACHCTBHAMH B WHGOPMAIMOHHOM  cHCTEME
a/IMMHUCTPaTOPOB U MOJIb30BATEICH;

IPOBECTH BHECIJIAHOBYK) CMEHY Naposiel aJIMHHUCTPATOPOB M II0JIL30BaTElIEH,
MCIOJIB3YEMBIX IS AOCTYIA B UHPOPMAIIMOHHEIE CHCTEMBI;

HCKIIIOYUTH (MPM  BO3MOXKHOCTH) YJAJCHHBIH JOCTYNl I[OCPEJCTBOM CETH
«/HTEpHET» K MHPOPMALIMOHHBIM CHCTEMaM ISl aIMUHUCTPATOPOB M II0JIb30BaTENEH;

obecrieunts  (IPM  BO3MOXHOCTH)  ABYX()AKTOPHYIO  ayTeHTH(UKALHIO
aJIMHHHCTPAaTOPOB HH(GOPMAITHOHHEIX CHCTEM.

BbllleH3IoKeHHbIE  PEKOMEHIAIWH  [POCHM  JIOBECTH [0  COTPYIHHKOB
M pabOTHHKOB  PETHOHAIBHBIX OPraHOB  BIACTH, MECTHOIO  CaMOYIpPAaBJICHHS
1 00pa30BaTeNIbHBIX OPraHU3aALMIA.

O BBIMONHEHMH YKa3aHHBEIX MEP U PEKOMEHJAIMHA MPOCHM MPOMH(POPMHUPOBATEH
JenapTaMeHT B YCTaHOBJIEHHOM TOPAZKE, & TAKXKe [0 a/JpecaM 3JIEKTPOHHOH IMOYTHI:

bezlyudskiy-ap@edu.gov.ru B cpok 10 26 nexabps 2022 roxa.

AOKYMEHT NOANHUCAH
DJIEKTPOHHOH NOANIACHIO

HHpeKT()p )IenapTameHTa CepruduKkat 80C881347F8A07C54DBSBIII FBT1 SDOB2FTAFBES A.B. Fopoﬁeu
Bnanenen I'opoGen Anapeii Basepnenua

JleficTBUTENEH ¢ 07.10.2022 o 31.12.2023

Kynpssuee J1.B.
(495) 587-01-10, no6. 3323
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